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As was widely reported by news organiza�ons, recently a cyberatack exploi�ng a flaw in a popular file-
transfer so�ware known as MOVEit affected hundreds of organiza�ons worldwide, including a number 
of federal agencies and contractors.   

One organiza�on affected was the Na�onal Student Clearinghouse (NSC).  NSC provides educa�onal 
repor�ng, data exchange, verifica�on, and research services to many higher educa�on ins�tu�ons, 
including American Na�onal University for a short period during 2018 and 2019. In connec�on with such 
services, ANU shared informa�on on prospec�ve and current students, including such students’ social 
security numbers, but not including any financial account informa�on. NSC has posted informa�on 
about this incident to the NSC website, including answers to ques�ons here. General informa�on about 
NSC’s published data privacy and security prac�ces can be found on the NSC website here. 

On August 15, 2023 NSC informed ANU of the results of its inves�ga�on into the data breach and the 
affect on ANU students: 

“The inves�ga�on revealed that an unauthorized third party obtained certain files transferred 
through the MOVEit so�ware, including files containing personal informa�on that the 
Clearinghouse maintains on behalf of our customers.  The affected files were then analyzed to 
determine the individuals whose personal informa�on appeared in the files and the data 
providers who submited that informa�on to the Clearinghouse. In some of the affected files, 
personal informa�on such as Social Security numbers, student iden�fica�on numbers, or dates 
of birth appeared.  However, the individuals iden�fied [as students at American Na�onal 
University] did not have a Social Security number, student iden�fica�on number, or date of birth 
from your organiza�on appearing in the affected files.  For the individuals iden�fied [as students 
at American Na�onal University], the types of affected personal informa�on may include names, 
contact informa�on, and educa�onal informa�on such as enrollment, degree, and course-level 
data (for example, from transcripts and Postsecondary Data Partnership reports), although the 
types of informa�on vary by individual.” 

Although NSC advised that no individual no�fica�on to affected ANU students would be made in view of 
the limited scope of ANU students’ personally iden�fiable informa�on compromised by the breach (no 
Social Security numbers, student iden�fica�on numbers, or dates of birth), ANU recommends that 
students who were in atendance at ANU during 2018-2019 closely monitor their financial accounts 
for suspicious ac�vity. You can also check your credit report for free and, if necessary, consider placing 
a credit freeze on your credit report with each of the three credit repor�ng agencies. 

https://www.cnn.com/2023/06/15/politics/us-government-hit-cybeattack/index.html
https://alert.studentclearinghouse.org/
https://www.studentclearinghouse.org/about/our-privacy-commitment/
https://www.identitytheft.gov/#/Warning-Signs-of-Identity-Theft
https://www.annualcreditreport.com/index.action
https://consumer.ftc.gov/articles/what-know-about-credit-freezes-fraud-alerts

